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• Organizational Overview

• K-12 Risks & Threat Environment 

• School Safety Best Practices

• Improving School Physical Security

• Encouraging Bystander Reporting 

• Anonymized Threat Response Guidance 

• SchoolSafety.gov Tools & Resources
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Overview
The CISA School Safety Task Force (SSTF) was established to 

support the federal government’s efforts in strengthening the 

safety and security of kindergarten through grade 12 (K-12) 

schools across the country. SSTF’s work centers around building 

the capacity of K-12 school safety community and administering 

the Federal School Safety Clearinghouse and SchoolSafety.gov.

School Safety Issue Areas
• Bullying and Cyberbullying

• Child Exploitation

• Cybersecurity

• Emergency Planning

• Infectious Disease & Public Health 

• Mental Health 

• Physical Security 

• School Climate 

• Targeted Violence

• Threat Assessment & Reporting

Mission
SSTF enhances the safety and security of schools by:

Fostering change through outreach, engagement, 

and educational campaigns

Facilitating action by creating, coordinating, and 

disseminating resources, products, and tools to 

support schools in implementing and 

strengthening their physical security postures

Equipping stakeholders with training and expertise 

to apply recognized best practices in the context 

of their specific communities, venues, and schools
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Option 1: 

Scan Scan the QR Code

Option 2:

Web
Visit menti.com and 

enter code: 9868 5724
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What best 

describes 

your 

role? 

A

B

C

D

E

F

G

H

I

J
Other

District Administrator (e.g. Superintendent) 

School Administrator (e.g. Principal) 

School Board Member

School Staff (e.g. Teacher) 

School Based Law Enforcement

State Level Education Organization

Emergency Planner / Manager 

School Safety Organization Rep

Parent

Student 

K 5

Enter the Code:

9868 5724

Visit 

menti.com

Or

Scan QR Code
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K-12 School Safety Risk 

& Threat Environment 

Trends
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Cybersecurity 

Threats 

Hoax Calls & 

Swatting

Mental Health

School 

Violence 

Sources: 
1 DoE National Center of Educational Statistics, 2024.  2 K12 Security Information Exchange (K12 SIX), 2022. 
3 Educator’s School Safety Network, 2022.  4 Center for Disease Control and Prevention, 2022.

67% of public schools reported having at least one violent 

incident, and 59% reported having at least one nonviolent 

incident.1

There has been a total of 1,331 publicly disclosed school 

cyber incidents affecting U.S. school districts across a wide 

of incidents from 2016-2022.2

In the 2022-2023 school year, 63% of all violent incidents 

were false reports of an active shooter within the school (i.e., 

Swatting).3

In 2021, more than 42% of students felt persistently sad or 

hopeless and 29% experienced poor mental health.4
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1st

Most Common

2nd

Most Common

3rd

Most Common

4th

Most Common

5th

Most Common

6th

Most Common

7th

Most Common

Elementary 

School Teachers
57%

Bullying

10%
Teacher Attacks

8%
Fights

7%
Self-Harm

7%
Other Crimes

6%
Active Shooter

3%
Drugs

Middle

School Teachers
58%

Bullying

17%
Fights

8%
Self-Harm

7%
Drugs

4%
Active Shooter

3%
Other Crimes

2%
Teacher Attack

High

School Teachers
31%

Bullying

25%
Drugs

17%
Fights

13%
Self-Harm

4%
Other Crimes

4%
Active Shooter

3%
Teacher Attacks

All Levels
49%

Bullying

12%
Fights

11%
Drugs

10%
Self-Harm

6%
Teacher Attacks

5%
Other Crimes

5%
Active Shooter

Source: Teachers' Views on School Safety: Consensus on Many Security Measures, But Stark Division About Arming Teachers | RAND
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School Safety Best 

Practices

V

Best Practices, Guidance, and Tools to Create 

Safe School Environments
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Preventing Bullying Supporting Student Mental Health

Developing students with strong character who are 

connected to their peers, educators, and communities in 

meaningful ways can improve school climate and prevent 

violence from occurring.

Improving 

School Climate

Supporting students who are experiencing mental health 

challenges, schools can help foster a sense of safety and 

promote better academic and behavioral outcomes. 

Strengthening Cybersecurity

Intervening with Support Early
Reporting, and 

addressing concerning 

behaviors can help stop 

violence before it occurs. 

Implementing 

Security Measures

Planning and Practicing 

for Emergencies
Training prepares students, 

teachers, staff, parents, 

and community partners 

for the actions to take before, 

during, and after safety incidents.

HOLISTIC 

SAFETY

Growing dependence on technology 

systems - coupled with emerging, 

evolving, and increasingly deceptive 

cyber threats – demands enhanced 

awareness and vigilance when it 

comes to our online world. 

Improving schools' physical 

security and involving school 

personnel who are trained to 

prevent, recognize, and 

respond to threats of violence. 

Bullying and cyberbullying threaten students’ physical 

and emotional safety and can impact their social and 

academic success at school.
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Bullying & Cyberbullying

Child Exploitation

Cybersecurity

Emergency Planning

Infectious Diseases & Public Health

Mental Health

School Climate

Targeted Violence

Threat Assessment & Reporting

What safety 

topics are most 

relevant to 

your  school?

A

B

C

D

E

F

G

H

I

Enter the Code:

9868 5724

Visit 

mentI.com

Or

Scan QR Code
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Emergency Planning

Recommendations
• Develop a school Emergency Operations Plan and 

review, evaluate, and update on a regular basis

• Train staff and practice plans through exercises and 

drills 

• Collaborate with local partners including first 

responders, law enforcement, and public and mental 

health officials

• Plan for recovery 

Emergency Planning Resources
Visit SchoolSafety.gov/emergency-planning to find resources, 

guides, and tools. 

Emergency planning is a key component of school safety that 

can include large-scale actions or everyday activities.
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Targeted Violence

Recommendations
• Foster a positive school climate that includes actions to 

increase school connectedness, address bullying, and 

provide mental health support 

• Intervene to lessen harms and prevent future risk and 

include school personnel who are trained to recognize 

and respond to threats of violence 

• Implement physical safety and security measures

Targeted Violence Resources
Visit SchoolSafety.gov/targeted-violence to find resources, 

guides, and tools. 

Targeted violence refers to violence that is premeditated 

and directed at specific individuals, groups, or locations. 
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Implementing a

Systems-Based 

Approach to School 

Physical Security
K-12 School Security Guide Product Suite | 2022
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Security Perimeter (e.g., Fencing & Barriers)

Entry Control (e.g., Monitored Entries, ID Badges, Escort Visitors)

Broadcast Systems (e.g., Loudspeakers)

Security Personnel (e.g., Security Guards)

Motion Activated Lighting System

Building Code-Approved Locks

Visual Monitoring (e.g., Cameras, CCTV)

2-Way Communications (e.g., Alerts between Classrooms & Office)

What physical 

security tools 

or tactics does 

your school 

use?

A

B

C

D

E

F

G

H

Enter the Code:

9868 5724

Visit 

menti.com

Or

Scan QR Code
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K-12 School Security Guide
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Provides comprehensive doctrine and systems-based 

methodology to support schools in conducting 

vulnerability assessments and planning to implement 

layered physical security elements across K–12 districts 

and campuses. 

• Enhance understanding of a systems-based approach to 

layered physical security

• Explain the various elements of a comprehensive school 

security system

• Describe common challenges schools face in planning or 

making improvements

Link: K-12 School Security Guide Product Suite

../cisa.gov/k-12-school-security-guide-product-suite
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The Systems-Based Approach At-A-Glance: 

• Understand the five core elements of school physical security

• Consider a school’s specific circumstances to tailor measures

• Identify the various security layers that exist at the school

• Determine security efforts in alignment with P-PM-RR

• Engage in the school security physical planning process

Taking a systems-based approach to school physical security 

means ensuring that various security measures across a school 

campus work together in an integrated way, and that planning 

also incorporates the relevant policies and training programs that 

must also be in place for the entire system to function effectively.

The Systems-Based Approach
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School Security Assessment Tool
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1. About the School

2. Choose a Scenario

3. Existing Safety & 

Security Measures

4. Safety & Security 

Measure Detail

5. Results

Key Features:

• Highly Portable • Considers Trade-offs • Prioritized Results

• Simple In Language & 

Design
• Enhances Current State • Recommends Next Actions

Link: K-12 School Security Guide Product Suite

../../../../../FY2024/00.%20FY24%20Conference%20Management/Corpus%20Slides%20%26%20Talkers/cisa.gov/k-12-school-security-guide-product-suite
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SSAT Step 1 – About the School

The About the School section begins with information 

specific to your school’s attributes, including: 

▪ Grade Levels Served 

▪ Location

▪ Campus Layout 

▪ Presence of School Security Personnel

▪ Additional Policies
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SSAT Step 2 – Choose a Scenario

The Choose a Scenario section will ask you to choose 

from a limited number of safety-related incidents and 

answer follow-up questions relating to that scenario. 

This helps the tool determine which layers, relevant 

security measures, and results will be calculated.

Note: Users can complete the tool for multiple incidents, although you will 

need to run the tool separately for each distinct incident.
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SSAT Step 3 – Existing Measures

The Existing Safety & Security Measures section asks about 

measures in place across your campus. The questions only 

ask about measures in place at the physical security layers 

relevant to the incident selected in “Choose a Scenario.” 

Note: Some scenarios require that you answer questions about measures in place at 

all four physical security layers. As such, it will take you longer to complete the tool 

for these scenarios, compared to scenarios that only pertain to one or two physical 

security layers.
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SSAT Step 4 – Measure Details

The Safety & Security Measure Details section ask you a 

series of follow up questions about the security measures 

you indicated are in place at your school and includes 

confidence assessment questions to help identify where 

additional improvements may be needed. 

As with the prior section, depending on the amount of physical security layers 

relevant to the chosen scenario, and additional measures you may have selected, 

this set of questions may take longer to complete. 
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SSAT Step 5 – Results

Once you have answered all the questions, you will be 

taken to the Results Overview. You will find tailored 

recommendations with specific actions to improve 

your school’s physical security system
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Product Suite Summary 
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• K-12 School Security Guide, 3rd Edition

• School Security Assessment Tool (SSAT)

• Video: SSAT “How-To” Video

• Virtual Training: General User 

• Virtual Training: Train the Trainer

• SSAT User Guide

• SSAT Technical Appendix

Link: K-12 School Security Guide Product Suite

http://k-12-school-security-guide-product-suite/
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Improving School Safety 

Through Bystander 

Reporting 
1st Edition | 2023
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In Person

What reporting 

methods does 

your school 

offer?

A

B

C

D

E

F

26

Enter the Code:

9868 5724

Visit 

menti.com

Or

Scan QR Code

Email

Online Form

Mobile App

Other

Phone Line
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The Reporting & Prevention Continuum 
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Link: K-12 Bystander Reporting Toolkit

Individual Behaviors Causing Concern 

for Safety, Security, or Wellness

Awareness

Willingness to 

Report (Toolkit 

Focus)

Reporting Tools 

and Modes
Fielding 

and Triage
Responding to Reports
(Assessment Process/Intervention)

Bystander aware 

of concerning 

behavior

Bystander willing 

to report through 

an available 

mechanism

Trusted adults
-

Tip line
-

911 call
-

Other methods

Report is 

received and 

reviewed in a 

timely way by 

appropriate 

personnel

Concerning 

behavior is 

assessed by 

relevant 

professionals

Action is taken to 

respond to the 

safety, security, 

or wellness 

concern

../cisa.gov/resources-tools/resources/k-12-bystander-reporting-toolkit
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CISA-NTAC K-12 Bystander Reporting Toolkit Strategies
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This toolkit emphasizes five key strategies to 

encourage and support K-12 reporting systems:

1. Encourage bystanders to report concerns for the 

wellness and safety of themselves or others.

2. Make reporting accessible and safe for the 

reporting community.

3. Follow-up on reports and be transparent about the 

actions taken in response to reported concerns.

4. Make reporting a part of daily school life. 

5. Create a positive climate where reporting is valued 

and respected.
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K-12 Anonymized Threat 

Response Guidance
Toolkit & Reference Guide 

September 2024
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K-12 Anonymized Threat Response Guidance
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The toolkit features six sections that: 

Provide an overview of anonymous threat 

trends that target K-12 schools

Outline initiatives that schools can consider to 

help prevent and deter threat-making

Describe key partners in addressing 

anonymous threats against K-12 schools

Discuss first steps and other response actions 

schools can immediately take

Offer school and partner actions to determine 

scalable solutions to received threats

Deliver worksheets and other resources to help 

schools consider context-specific needs

This toolkit helps support the identification and implementation of scalable response solutions to 

threats originating on, or submitted via, anonymized platforms and mediums. 
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What is an Anonymized Threat? 
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Anonymous threats can be delivered via a 

multitude of different ways. 

Across the various modes of delivery, the 

identity of the individual making the threat is 

not immediately discernable.

Anonymous threats are different from threats 

made by known individuals.

35% 
of K-12 teachers reported their school had 

been disrupted by social media threats 

during the 2021-2022 school year

60% 
increase in anonymized threats reported 

from 2021 to 2022

95%
of youth ages 13-17 report using at least 

one social media platform



VT Governor’s School Safety Conference

September 30th 2024

Key Strategies to Address Anonymized Threats
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The toolkit emphasizes the following key strategies to address 

anonymized threats:

1. Build awareness about reporting to detect threats early and deter 

future threats.

2. Develop a partnership structure. 

3. Consider the inclusion of a multidisciplinary threat assessment 

team.

4. Balance initial steps to ensure the campus is safe.

5. Triage and determine the level of concern.

6. Enhance school preparedness to address future threats.
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Receiving & Assessing Anonymized Threats
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School receives a report or is made aware of an anonymized threat.

6: Communicate to families when emergency has been resolved.

1: Treat the threat as initially credible.

2: Engage law enforcement.

3: Gather as much information about the threat as possible.

4: Modify initial response actions based on information gathered.

5: Resolve the threat.
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▪ Initial Protective Response

▪ Goal is to minimize disruption

▪ Response options vary largely in two ways:

▪ Low Intensity vs. High Intensity

▪ Low Visibility vs. Overt Responses

▪ Initial Threat Evaluation

▪ Consider background and contextual information

▪ Detect patterns

▪ Identify signs of imminence

▪ Crisis Communications

Initial Response Actions

34

The toolkit describes how a phased approach to response by law enforcement and other 

security personnel can reduce trauma and disruption to the academic mission.
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Certain factors can increase or decrease the level of concern a threat poses. Examples include:

Balancing Response Actions
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Factors Decreasing Level of Concern
Factors with Unclear Impact on Level of 

Concern
Factors Increasing Level of Concern

• Threat appears on social media 

platform not commonly used by 

youth

• Immature language or non-native 

English

• Multiple schools receive same or 

similar threat

• Specific or personalized language 

easily available to the public

• Proximity in time to other violent 

incidents

• Broad transmission to many online 

followers

• Last resort language 

• Focus on attack outcomes (e.g. 

casualty count)

• Awareness of legal implications of 

threat

The toolkit expands on how K-12 schools can balance response actions for complex and uncertain 

threats, as well as use specific protocols to organize and escalate responses to threats.
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What To Do Before a Threat

▪ Build and maintain relationships with local first responders through 

regular communications and training.

▪ Develop an emergency operations plan (EOP) that includes an 

annex specifically for anonymized threat situations.

▪ Conduct age- and developmentally-appropriate drills.

▪ Create and maintain protocols for communicating with families 

during emergencies.

▪ Establish a multidisciplinary threat assessment team that meets 

regularly to assess and manage threats.

▪ Maintain access to resources to support the mental well-being of the 

school community.

Preparing for Anonymized Threats

36

What To Do After a Threat

• Provide access to resources to address 

trauma and stress.

• Plan an after-action review of the 

emergency.

• Continue to communicate about ongoing 

efforts around safety and recovery.

The toolkit contains resources for developing emergency operations plans, establishing threat response 

protocols, and facilitating training and drills to help K-12 schools prepare for anonymized threats. 



VT Governor’s School Safety Conference

September 30th 2024

▪ Worksheet: Taking Stock of Anonymized Threats at Your 

School

▪ Provides a set of questions to assess trends on social 

media-based and other types of anonymous threats and 

current detection and deterrence practices.

▪ Worksheet: Gathering Information When You Receive a 

Threat: Where to Start?

▪ Provides a set of questions to collect relevant information 

and outline actions to support quick response.

Worksheets

37
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CISA School Safety
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SchoolSafety.gov

V

Federal and State Resources, Guidance, and 

Tools to Create Safe School Environments



VT Governor’s School Safety Conference

September 30th 2024

SchoolSafety.Gov
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V

Bullying & Cyberbullying

Child Exploitation

Cybersecurity

Emergency Planning

Infectious Diseases & Public Health

Mental Health

School Climate

Targeted Violence

Threat Assessment & Reporting

Key Tools & FeaturesSafety Topics

Safety Readiness Tool

State Search Tool

Resource Library

Calendar of Events

Grants Finder Tool

School Safety Community Bulletin

Communications Center

Link: SchoolSafety.gov

../schoolsafety.gov
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Grants Finder Tool
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Helps members of the K-12 school community 

more easily find, apply for, and ultimately 

receive school safety-related Federal funding.

Safety Topic Release & Deadlines

Award Amount Level of Effort Needed

Type of Grant Funding Agency

Applicable Audiences Alerts & Notifications

Link: Grants Finder Tool

../schoolsafety.gov/grants-finder-tool
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State Search Tool
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Locate and access state-specific 

school safety resources, programs, 

contacts, and opportunities.

School Safety 

Programs

Events & 

Trainings

State 

Resources 

State Funding 

Opportunities

State & Federal 

Contacts 

Link: State Search Tool

../schoolsafety.gov/state-search-tool
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THANK YOU

For Additional SchoolSafety.gov News, 

Resources and Events:

Follow @SchoolSafetygov

Subscribe to our list-serve
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CISA School Safety
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Question & Answer
Thank You
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Resources & References
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SchoolSafety.gov

• Bystander Reporting Toolkit

• ATRG

• Grants Finder Tool

• Safety Readiness Tool 

• State Information Sharing Tool 

• Resource Library

• Calendar of Events

• Informational Webinar Series

• Monthly School Safety Community Bulletin

• Communication Center

CISA 

• K-12 School Security Guide Product Suite

• National Summit on K-12 School Safety 

and Security

• Active Shooter Preparedness: School 

Security and Resilience

• Protecting our Future: Partnering to 

Safeguard K-12 Organizations from 

Cybersecurity Threats

• Partnering to Safeguard K-12 Toolkit

• Bombing Prevention Resources and 

Trainings

• Securing Mass Gathering Resources

• De-Escalation of Violence Resources 

• Tabletop Exercise Packages

• Protective Security Advisors (PSA)

USSS NTAC

• Mass Attacks in Public Spaces: 2016-2020

• Averting Targeted School Violence: A U.S. 

Secret Service Analysis of Plots Against 

Schools

• Protecting America’s Schools: A U.S. 

Secret Service Analysis of Targeted School 

Violence

• Enhancing School Safety Using a Threat 

Assessment Model: An Operational Guide 

for Preventing Targeted School Violence

DHS

• DHS Threat Assessment

• CP3: Prevention Resources

• If You See Something, Say Something

https://www.cisa.gov/resources-tools/resources/k-12-bystander-reporting-toolkit
https://www.cisa.gov/resources-tools/resources/k-12-anonymized-threat-response-guidance
https://www.schoolsafety.gov/grants-finder-tool
https://www.schoolsafety.gov/safety-readiness-tool
https://www.schoolsafety.gov/state-search-tool
https://www.schoolsafety.gov/find-school-safety-resources
https://www.schoolsafety.gov/events
https://www.schoolsafety.gov/events
https://bit.ly/2XeJdAO
http://schoolsafety.gov/school-safety-communications-center
https://www.cisa.gov/k-12-school-security-guide
https://www.cisa.gov/national-school-safety-summit
https://www.cisa.gov/national-school-safety-summit
https://www.youtube.com/watch?v=Kz3Gs4hAiBM
https://www.youtube.com/watch?v=Kz3Gs4hAiBM
https://www.cisa.gov/protecting-our-future-partnering-safeguard-k-12-organizations-cybersecurity-threats
https://www.cisa.gov/protecting-our-future-partnering-safeguard-k-12-organizations-cybersecurity-threats
https://www.cisa.gov/protecting-our-future-partnering-safeguard-k-12-organizations-cybersecurity-threats
https://www.cisa.gov/partnering-safeguard-k-12-toolkit
https://www.cisa.gov/bombing-prevention-training
https://www.cisa.gov/bombing-prevention-training
https://www.cisa.gov/securing-public-gatherings
https://www.cisa.gov/power-hello
https://www.cisa.gov/cisa-tabletop-exercise-packages
https://www.cisa.gov/protective-security-advisors
https://www.secretservice.gov/sites/default/files/reports/2023-01/usss-ntac-maps-2016-2020.pdf
https://www.secretservice.gov/sites/default/files/reports/2021-03/USSS%20Averting%20Targeted%20School%20Violence.2021.03.pdf
https://www.secretservice.gov/sites/default/files/reports/2021-03/USSS%20Averting%20Targeted%20School%20Violence.2021.03.pdf
https://www.secretservice.gov/sites/default/files/reports/2021-03/USSS%20Averting%20Targeted%20School%20Violence.2021.03.pdf
https://www.secretservice.gov/node/2565
https://www.secretservice.gov/node/2565
https://www.secretservice.gov/node/2565
https://www.secretservice.gov/newsroom/reports/threat-assessments/schoolcampus-attacks/details
https://www.secretservice.gov/newsroom/reports/threat-assessments/schoolcampus-attacks/details
https://www.secretservice.gov/newsroom/reports/threat-assessments/schoolcampus-attacks/details
https://www.dhs.gov/publication/homeland-threat-assessment
https://www.dhs.gov/CP3
https://www.dhs.gov/see-something-say-something/seesay-day
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