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Our School Safety Perspective

Overview Mission

The CISA School Safety Task Force (SSTF) was established to SSTF enhances the safety and security of schools by:

support the federal government’s efforts in strengthening the a2 Fostering change through outreach, engagement,
safety and security of kindergarten through grade 12 (K-12) /& J and educational campaigns
schools across the country. SSTF’s work centers around building
the capacity of K-12 school safety community and administering

the Federal School Safety Clearinghouse and SchoolSafety.gov. Facilitating action by creating, coordinating, and

X disseminating resources, products, and tools to
X support schools in implementing and

strengthening their physical security postures

1299999

School Safety Issue Areas

* Bullying and Cyberbullying * Mental Health

. : L . : : Equipping stakeholders with training and expertise
Child Exploitation Physical Security {é}:‘;} to apply recognized best practices in the context

* Cybersecurity * School Climate of their specific communities, venues, and schools

« Emergency Planning « Targeted Violence

* Infectious Disease & Public Health Threat Assessment & Reporting
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Opt-in & Interact Today

Option 1:

Scan the QR Code

Scan
‘ ‘ Option 2: Visit menti.com and
4 Web enter code: 9868 5724
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What best
describes
your
role?

A ) District Administrator (.. superintenden
B School Administrator (e.g. principal
C  school Board Member
D School Staff (e.g. Teachen
E ' School Based Law Enforcement
F State Level Education Organization

G Emergency Planner / Manager
H School Safety Organization Rep
| | Parent

J  Student
K Other

-—J

Visit
menti.com

—

L

Enter the Code:
9868 5724

Or
Scan QR Code




K-12 School Safety Risk
& Threat Environment
Trends




Current Trends within the K-12 Environment

67% of public schools reported having at least one violent
incident, and 59% reported having at least one nonviolent
incident.!

School
Violence

Cybersecurity There _ha_s been a totql of 1,331 pubhcl_y d_|sclosed schoo_l
N cyber incidents affecting U.S. school districts across a wide
Threats of incidents from 2016-2022.2

In the 2022-2023 school year, 63% of all violent incidents

P _Ca”S & were false reports of an active shooter within the school (i.e.,
Swatting Swatting).3

In 2021, more than 42% of students felt persistently sad or
hopeless and 29% experienced poor mental health.?

> Mental Health

VT Governor’s School Safety Conference
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Sources:

1 DoE National Center of Educational Statistics, 2024. 2 K12 Security Information Exchange (K12 SIX), 2022.
3 Educator’s School Safety Network, 2022. “ Center for Disease Control and Prevention, 2022.




What Teachers Are Saying...

1st 2nd 3rd 4th 5th 6th
Most Common Most Common Most Common Most Common Most Common Most Common
P @
Elementary PN \‘ﬁa
School Teachers — 10% 79
Bullying Teacher Attacks Other Crimes
@
Middle P
School Teachers 58% 3%
Bullying Other Crimes
AN
High b &b
School Teachers 31% 4%
Bullying Other Crimes
P o
All Levels & \'EE|

49% 6% 5%
Bullying Teacher Attacks Other Crimes

Source: Teachers' Views on School Safety: Consensus on Many Security Measures, But Stark Division About Arming Teachers | RAND

7th

Most Common

o
2%
Teacher Attack

-

3%
Teacher Attacks




School Safety Best
Practices

Best Practices, Guidance, and Tools to Create
Safe School Environments




Supporting Student Mental Health

Supporting students who are experiencing mental health
challenges, schools can help foster a sense of safety and
promote better academic and behavioral outcomes.

Implementing
Security Measures

Improving schools' physical
security and involving school
personnel who are trained to
prevent, recognize, and
respond to threats of violence.

Intervening with Support Early

addressing concerning
behaviors can help stop
violence before it occurs.

for Emergencies

Training prepares students,
teachers, staff, parents,

and community partners

for the actions to take before,

./ i N\

HOLISTIC
SAFETY

N~

Planning and Practicing

during, and after safety incidents.

Preventing Bullying

Bullying and cyberbullying threaten students’ physical
and emotional safety and can impact their social and
academic success at school.

Strengthening Cybersecurity

Growing dependence on technology
systems - coupled with emerging,
evolving, and increasingly deceptive
cyber threats — demands enhanced
awareness and vigilance when it
comes to our online world.

Improving
School Climate

Developing students with strong character who are
connected to their peers, educators, and communities in
meaningful ways can improve school climate and prevent
violence from occurring.

*
L]
*

P




A Bullying & Cyberbullying .

= J
B child Exploitation Visit
mentl.com
C Cybersecurity
. )
Emergency Plannin
What safety D Jeney ’ -

E Infectious Diseases & Public Health

topics are most
relevant to
your school?

Enter the Code:
) Mental Health 9868 5724

G School Climate Or
Scan QR Code
H Targeted Violence

| Threat Assessment & Reporting




Emergency Planning

Emergency planning is a key component of school safety that
can include large-scale actions or everyday activities.

Recommendations

* Develop a school Emergency Operations Plan and
review, evaluate, and update on a regular basis

« Train staff and practice plans through exercises and
drills

« Collaborate with local partners including first
responders, law enforcement, and public and mental
health officials

« Plan for recovery

v

DDDDDDDDDDDD

Emergency Planning Resources
Visit SchoolSafety.gov/emergency-planning to find resources,

guides, and tools. —y>
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Targeted Violence

i Targeted violence refers to violence that is premeditated E
: and directed at specific individuals, groups, or locations. :
| 1

Recommendations

« Foster a positive school climate that includes actions to
Increase school connectedness, address bullying, and
provide mental health support

* Intervene to lessen harms and prevent future risk and
include school personnel who are trained to recognize
and respond to threats of violence

* Implement physical safety and security measures

Targeted Violence Resources
Visit SchoolSafety.gov/targeted-violence to find resources,
guides, and tools.
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K-12 SCHOOL
SECURITY GUIDE

3RD EDITION

Implementing a
Systems-Based
Approach to School
Physical Security

K-12 School Security Guide Product Suite | 2022



What physical
security tools
or tactics does
your school

use?

A Security Perimeter (.. Fencing & Barriers)
B Entry Control (e.g., Monitored Entries, ID Badges, Escort Visitors)
(C Broadcast Systems (eg. Loudspeakers)
D Security Personnel (eg. security Guards)
= ) Motion Activated Lighting System
) Building Code-Approved Locks
(5 Visual Monitoring e.g., cameras, ccTv)

H 2—Way Communications (e.g., Alerts between Classrooms & Office)

-—J

Visit
menti.com

—

L]

Enter the Code:
9868 5724

Or
Scan QR Code




K-12 School Security Guide

Provides comprehensive doctrine and systems-based

methodology to support schools in conducting K-12 SCHOOL
vulnerability assessments and planning to implement

layered physical security elements across K—-12 districts SECU RITY GUIDE
and Campuses 3RD EDITION

« Enhance understanding of a systems-based approach to
layered physical security

« Explain the various elements of a comprehensive school
security system

» Describe common challenges schools face in planning or

making improvements

Link: K-12 School Security Guide Product Suite



../cisa.gov/k-12-school-security-guide-product-suite

The Systems-Based Approach

Taking a systems-based approach to school physical security
means ensuring that various security measures across a school
campus work together in an integrated way, and that planning
also incorporates the relevant policies and training programs that
must also be in place for the entire system to function effectively.

The Systems-Based Approach At-A-Glance:

FIGURE 2.4 - STEPS IN THE SCHOOL SECURITY PHYSICAL PLANNING PROCESS

« Understand the five core elements of school physical security

STEP 1. STEP 2. STEP 3.

FORM A PHYSICAL SECURITY GATHER RELEVANT LOCAL THREAT ANALYSIS

» Consider a school’s specific circumstances to tailor measures PLANNNGTeAW [l DATA e o s s s () sz

Gather local data about safety incidents cencern for a scheol, and how likely
atschools and the consequences of are they to occur?

 ldentify the various security layers that exist at the school

STEP 4. SIEP 5. STEP 6.

« Determine security efforts in alignment with P-PM-RR

RISK ANALYSIS
W he potential cons

CREATE A SECURITY PLAN
the potential con Which of those remaining risks are

« Engage in the school security physical planning process
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School Security Assessment Tool

2. Choose a Scenario

3. Existing Safety &
Security Measures

Key Features:

« Highly Portable « Considers Trade-offs

« Simple In Language &

. « Enhances Current State
Design

Link: K-12 School Security Guide Product Suite

r/g=| [:Il:]l:ll:] 4. Safety & Security @
' ' Measure Detall

5. Results

* Prioritized Results

« Recommends Next Actions


../../../../../FY2024/00.%20FY24%20Conference%20Management/Corpus%20Slides%20%26%20Talkers/cisa.gov/k-12-school-security-guide-product-suite

SAT Step 1 — About the School

About the School

The About the School section begins with information
specific to your school’s attributes, including:

What grade levels does your school serve? (Select all that apply)

[ Etementary {Pk-5, K-6)

Grade Levels Served s

[l
L O C at I O I I What type of area is your school located in?

‘ -Select- ol ‘

About how long dees it take the lacal palice department to respond
al I I p u S ayo u to an emergency call at your schoal location?

‘ -Select- ol ‘

"
Are students in school for instruction outside of daylight hours during parts of the school year (e.g. do students arrive at school
resence or sCnool security Fersonne

- Select- < ‘

Additional Policies

Are there multiple buildings andfor modular units on your school campus?

‘ -Select- s ‘

Does your school have outdoor athletic fields or facilities within the perimeter of the school campus?

HOW TO USE THE SSAT [ d

1s your school located in the same building with another school or organization?

‘ - Select- < ‘

Does your school have an open plan interior where there are no, or few, floor-to-ceiling walls separating classrooms?

‘ - Select- < ‘

School Activities

Does your school have dedicated security staff, such as a School Safety Officer (SS0), School Resource Officer (SRQ), security
guard(s), or local law-enforcement officer at the school at any point during the day?

- Select- <

VT Governor’s School Safety Conference
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SSAT Step 2 - Choose a Scenario

The Choose a Scenario section will ask you to choose
from a limited number of safety-related incidents and
answer follow-up questions relating to that scenario. e e oy e g

attack occurs on the school grounds on a weekday during student arrival. The attacker has a gun
. . .
I h I S h e I S th e to O I d ete rm I n e Wh I C h I a e rS re I evant (O) An active assailant who is a student enters the premises from outside the school grounds after making a threat on social media
3 The attack occurs inside the school building, on a weekday during instructional time when most students are in classrooms.

The attacker haj

security measures, and results will be calculated. Oy SenarioFllnU Questions

Please respond to the following questions about the scenario you selected on the previous screen.
() afightinvolving

left the building

scenario you'll be asked to provide details about time, location, and number of people invalved

O Aparent who g Is there a policy that describes how to respond if an active assailant who is not a member of the school community is detected on

Note: Users can complete the tool for multiple incidents, although you will

recess. Mo weal

need to run the tool separately for each distinct incident. O rperentunod

weekday with 8
classroom instrf

Yes v

Have staff been trained on how to respond to an active assailant whao is not a member of the school community on the school
grounds within the past year?

O The school recil ~
No ~

m Have students been trained on how to respond to an active assailant who is not a member of the schoel community on the school
grounds within the past year?

HOW TO USE THE SSAT

<>

‘ Yes

In addition to staff or volunteers whose role is specific to safety and security functions (e.g., hall menitors tasked to detect
incidents), schools' instructional and other staff sometimes play roles when incidents occur. In the event of an active assailant who
is not a member of the school community on the school grounds how confident are you that non-security staff who might be at or

choose a Scena rio near the lacation of the incident would detect the incident was accuring?
Moderately Confident < |
— Are you confident that those staff could respond effectively to stop the incident from progressing?
Mildly Confident < |

i m

VT Governor’s School Safety Conference
September 30th 2024




SSAT Step 3 — Existing Measures

The Existing Safety & Security Measures section asks about
measures Iin place across your campus. The guestions only
ask about measures in place at the physical security layers
relevant to the incident selected in “Choose a Scenario.”

Note: Some scenarios require that you answer questions about measures in place at
all four physical security layers. As such, it will take you longer to complete the tool
for these scenarios, compared to scenarios that only pertain to one or two physical
security layers.

HOW TO USE THE SSAT
A A
5

]

Existing Safety and
Security Measures

Grounds Perimeter

At the Grounds Perimeter, which of the following measures are in place?

Peri ghting

=

Perimet fficult for g

[

Staff, v f fficer pat g pe g

[

CCTVcal ring th

[

Vehicle

[ro

Perimeter signage (e.g., designating school prop g fying sof CC

[

Do you have any other security measures at your school grounds p:

E

School Grounds

At the School Grounds, which of the following measures are in place?
chaol grounds lighting

Visibility ghout schoal g

[

Staff, v i patrolling school g g

[
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SSAT Step 4 — Measure Detalls

The Safety & Security Measure Details section ask you a
series of follow up questions about the security measures
you indicated are in place at your school and includes
confidence assessment questions to help identify where
additional improvements may be needed.

As with the prior section, depending on the amount of physical security layers
relevant to the chosen scenario, and additional measures you may have selected,
this set of questions may take longer to complete.

HOW TO USE THE SSAT

Safety and Security
Measure Detail

VT Governor’s School Safety Conference

Safety & Security Measure Details

In this section we will ask questions about the measures in place that are applicable to a scenario regarding a(n) active
assailant during student arrival on school grounds.

Grounds Perimeter

You told us that there are staff, vols , or law officers lling the perimeter during student
arrival.

How confident are you that staff patrolling perimeter will detect an active assailant who is not a member of the schecl community
at the schoel grounds perimeter during student arrival?

Reminders
onsider whether the design of your perimeter, including lighting, will help or hinder staff in detecting an intruder.

| Moderately Confident s ‘

unications equipment to report a detected threat either to school leadership or directly to local law

| School staff only 4 ‘

Is there a policy that describes how staff monitoring the perimeter entry point(s) should respond if they detect an active assailant
wha is nat a member of the school cemmunity at the school perimeter?

e ¢

Within the last year, have staff patrolling the perimeter been trained on the policy about how to respond if they detect an active
assailant who is not a member of the school community on school grounds?

|Nu :‘

How confident are you that staff patrolling the school perimeter will be able to respond effectively if to stop an active assailant who
is nat a member of the school community ?

| Mildly Confident < ‘

You told us there are CCTV cameras covering the school perimeter.

Is there equipment in place to view CCTV footage in real time?

[ ‘]

School Grounds
You told us you have staff, volunteers or law enforcement patrolling school grounds during student arrival.

Are you confident that staff patrolling the schooel grounds will detect an active assailant who is not a member of the sehool
community on sehaol grounds during student arrival?

Reminders
snsider whether the design af your school grounds, including lighting, will help or hinder staff in detecting an intruder

Moderately Confident

September 30th 2024



SSAT Step 5 — Results

Once you have answered all the questions, you will be
taken to the Results Overview. You will find tailored
recommendations with specific actions to improve
your school’s physical security system

HOW TO USE THE SSAT

Results

Results Summary

Summary of Options to Strengthen Your School's Physical Security System
Evaluation Scenario: Active assailant during student arrival on school grounds
Date Performed: 2/7/2022

This page presentsa full, printable list of recommendations to improve your schaol’s physical security system. Results are
divided into three categories:

s Policy and Training to Support Your Safety & Security Staff
= Additional Safety and Security Staff You Could Add to Your Physical Security System

= Additional Measures You Could Add To Your Physical Security System.

Legend - Cost and Climate ratings shown in the SSAT

Cost School Climate

% low cost for most schools + likely pasitive impact on school climate

$$ medium cost for most schools +neutral or variable impact on school climate
$55 high cost for mast sehools - likely negative impact on school climate
$-555 costs for mast schools will vary

Click to expand the “Cost” and “Climate” boxes to view more information about the cost and school climate implications of
each recommended security solution.

Click to expand the “Participant Notes” box to add your own notes related to specific improvement options. To ensure that
your notes are saved, be sure to click “Expand All Results” when you are finished entering any additional information. Then
click “Print” to save the Results Summary file as a PDF for future reference.

m Expand All Results Collapse All Results

Policy and Training to Support Your Safety and Security Staff

Improvement Options Why is this appearing?
Palicy and Training for All Personnel in You indicated that personnel in at least one security or safety role did not have
Safety and Security Roles policy or recent training supporting their effectiveness.

VT Governor’s School Safety Conference
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Product Suite Summary

K-12 School Security Guide, 3" Edition
» School Security Assessment Tool (SSAT)
* Video: SSAT "How-To” Video

 Virtual Training: General User

* Virtual Training: Train the Trainer

K-12 SCHOOL
SECURITY GUIDE

nnnnnnnnnnnnnnnnn

« SSAT User Guide

« SSAT Technical Appendix

VT Governor’s School Safety Conference
September 30th 2024
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http://k-12-school-security-guide-product-suite/

Improving School Safety
Through Bystander
Reporting

1st Edition | 2023

EXECUTIVE SUMMARY

The willingness ¢
themselves or ot
Kindergarten thrf
is designed to he
reporting that m
planning for the
geographical cor
levels of maturit

fssibility of school
fsonnel can ac
Rstructional times
th They can
/ KEY STRATEEI other extra-cur
for a schocl
ibility of school
This toollat emy Fesent and diseuss
ding reporting
ats, they become

rual goals

2:
B
|
5

"-‘1 8“,’ 2 [[ 23

whete peog

Improving School Safety Through Bystander Reporting:

A TOOLKIT FOR STRENGTHENING | ..
K-12 REPORTING PROGRAMS

U.S. Department of Homeland Security
Cybersecurity and Infrastructure Security Agency
United States Secret Service

—



A Phone Line

B Emall
C Online Form

D Mobile App

What reporting
methods does
your school
offer?

E In Person

F Other

VT Governor’s School Safety Conferel
September 30th 2
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Visit
menti.com

—
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Enter the Code:
9868 5724

Or
Scan QR Code




The Reporting & Prevention Continuum

T

Willingness to
Awareness Report (Toolkit
Focus)

Bystander willing
to report through
an available
mechanism

Bystander aware
of concerning
behavior

Reporting Tools
and Modes

Trusted adults Report is

received and

reviewed in a

timely way by
appropriate
personnel

Tip line
911 call

Other methods

Link: K-12 Bystander Reporting Toolkit

Individual Behaviors Causing Concern
for Safety, Security, or Wellness

Responding to Reports

(Assessment Process/Intervention)

Action is taken to
respond to the
> safety, security,
or wellness
concern

Concerning
behavior is
assessed by
relevant
professionals



../cisa.gov/resources-tools/resources/k-12-bystander-reporting-toolkit

CISA-NTAC K-12 Bystander Reporting Toolkit Strategies

This toolkit emphasizes five key strategies to
encourage and support K-12 reporting systems:

1. Encourage bystanders to report concerns for the
wellness and safety of themselves or others.

2. Make reporting accessible and safe for the
reporting community.

3. Follow-up on reports and be transparent about the
actions taken in response to reported concerns.

4. Make reporting a part of daily school life.

5. Create a positive climate where reporting is valued
and respected.

/ KEY STRATEGIES TO STRENGTHEN REPORTING

Impx¢

AT
K-

VT Governor’s School Safety Conference
September 30th 2024




K-12 Anonymized Threat
Response Guidance

Toolkit & Reference Guide

September 2024

Anonymiz
Response

A Reference Guide

Anonymized Threat

Response Guidance
A Toolkit for K-12 Schools

September 2024

A




K-12 Anonymized Threat Response Guidance

This toolkit helps support the identification and implementation of scalable response solutions to
threats originating on, or submitted via, anonymized platforms and mediums.

The toolkit features six sections that:

(o]

Provide an overview of anonymous threat
trends that target K-12 schools

Outline initiatives that schools can consider to
help prevent and deter threat-making

Describe key partners in addressing
anonymous threats against K-12 schools

%

il

B

Discuss first steps and other response actions
schools can immediately take

Offer school and partner actions to determine
scalable solutions to received threats

Deliver worksheets and other resources to help
schools consider context-specific needs

VT Governor’s School Safety Conference
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What is an Anonymized Threat?

35%

of K-12 teachers reported their school had
been disrupted by social media threats
during the 2021-2022 school year

@ Anonymous threats can be delivered via a
multitude of different ways.

| 1
| 1
| 1
| 1
| 1
: :
Across the various modes of delivery, the ! :
identity of the individual making the threat is : 0 :
not immediately discernable. : 60 /O :

. increase in anonymized threats reported |

: from 2021 to 2022 :

: :

| 1

| 1

| 1

| 1

| 1

Anonymous threats are different from threats
I made by known individuals.

95%

of youth ages 13-17 report using at least
one social media platform

VT Governor’s School Safety Conference
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Key Strategies to Address Anonymized Threats

Executive Summary

The toolkit emphasizes the following key strategies to address
anonymized threats:

Build awareness about reporting to detect threats early and deter
future threats.

Develop a partnership structure.

Consider the inclusion of a multidisciplinary threat assessment
team.

Balance initial steps to ensure the campus is safe.
Triage and determine the level of concern.

Enhance school preparedness to address future threats.

According to Federal Bureau of Investigation (FBI] data, schaols were the target of more than 6,000 threats in 2022, most of
which were anorymous and posted to social media (Haskel, 2023). These threats are taxing schoel and law enforcement
resources, contributing to losses in instruction time and school The CISA Threat
Response Guidance: A Toolkit for K-12 Schools is designed to help local education agencies and theif law enforcement and
‘community partners create tailored approaches to addressing anonymous threats from assessment to response. This guide
is intended to assist the range of kindergarten through grade 12 (K-12) schools across the United States and is applicable to
‘sehools across diverse geographical settings, student populations, and levels of maturity in emergency operations planning.

/7 Key Strategles to Address Anonymized Threats

Build awareness about reporting to detect threats early and deter
future threats.

Bystander reporting s a critical viokence prevention tool for K-12 schools (see e.g. CISA and NTAC, 2023;
Moore et al., 2023; NTAC, 2021). Like threats or comments made by known individuals (sometimes termed
“leakage” in threat assessment protocois), efforts to detect anonymized threats against schools before they
‘gan spread should focus heavily on bui awareness about reporting. Encourage community members o
“Report, Don't Repost” threats they see online, since Stopping the further dissemination of a threat both aids.
investigation and limits the potential impact of threats that, while alarming, are not intended to be followed
through. Efforts to educate parents and others across the school community about youth social media use are
also critical to spreading the word about what constitutes a threat and the damage threats can do to a school
‘community. Be clear about what the consequences are for making threats, even if they are meant to be jokes.
Finally, threats made by students are often indicators of underlying problems and akin 1o eries for heip. Early
intervention by mental health and other professionals is often better than intervention after the fact.

Develop a partnership structure that will help address anonymized
threats.

Schools wark with several different partners bath inside and outside: the immediate school community to
address anonymized and other threats. In addition to school administrators, intelligence organizations, such
as fusion centers or the FBI, and schookbased or schook knowledgeable law enforcement personnel, such as
school resource: afficers (SROS), will play a key role in assessing threats and deciding on appropriate
response actions. Mental health and other threat assessment professionals will provide key resources to
schools addressing threat situations, including in the aftermath of threats, to ensure that the mental health,
emational and other needs of the community are met

Consider the inclusion of a I y threat t
team when addressing anonymous threats, and utilize their
expertise if the subject who made the threat becomes known.

Multidisciplinary threat assessment teams can help identify the level of concern posed by an individual who
made a threat or exhibited concerning behavior and can decide on the appropriate supports and

interventions for induals fdentified a5 “at isk of doing narm.” At a minimum, these teams should inciude a
school d and a school counselor and/or other
mental health Dlwl:ssmna\ with the option of adding individuals who can further help assess the situation and
contribute to developing the right intervention plan. While the utlity of a multidisciplinary threat assessment
team may be limited prior to knowing the identity of the threat's source, awareness of an anonymous threat
could identify a link to previous incidents, thereby aiding the response, and expediting the team’s response if an
individual is eventually identified.

should initial steps to ensure the

campus is safe.
Schools that are: talgts of snwml&d threats must treat each one as initially Cmdlbla If a school is the target
of a threat. assets need to be 1o keep the chool community safe is
3 critical first step. Because certain Fesponse actions, such as full lockdowns or an increased police presence,
can for consider and overtry their response.
Determine how to balance the initial rmpnrm am lame open the potential to scale up rapidly as necessary.
to announce to is made to lock down, secure campus or
close school. Ensure that school personngl coi Inatewllh local law enforcement to deliver uniform messages
about a threat situation and provide accurate, up-to-date information to the broader school community.

Triage and determine the level of concern a threat poses.

The first siep in triaging anonymous threats s to engage a is critical
to managing threat situations and deciding when it s okay or necessary to scale response aclions up o down.
First, consider key background and contextual infarmation about a threat. Then, move on to identify any
discemable patterns that might elevate or decrease the level of concern posed by the threat. Finally, identify
any signs of the threat's imminence that might call for a rapid response feaction to keep the community safe.

Putting it all together: Enh school prepared to add

future threats.
Every school and school district can take Steps throughout the school year to better prepare for threat
situations. Suuws!iul
stside that ituati d conduct
prepare for
d make sure the in place to address the

Establish
Impacts of a threat.




Recelving & Assessing Anonymized Threats

School receives a report or is made aware of an anonymized threat.

1: Treat the threat as initially credible.

2. Engage law enforcement.

3: Gather as much information about the threat as possible.

4: Modify initial response actions based on information gathered.

5: Resolve the threat.

6: Communicate to families when emergency has been resolved.

VT Governor’s School Safety Conference
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Initial Response Actions

Initial Protective Response
Goal is to minimize disruption
Response options vary largely in two ways:
Low Intensity vs. High Intensity
Low Visibility vs. Overt Responses
Initial Threat Evaluation
Consider background and contextual information
Detect patterns
ldentify signs of imminence
Crisis Communications

Threat Received

. The toolkit describes how a phased approach to response by law enforcement and other
| security personnel can reduce trauma and disruption to the academic mission. |

Initial Protective
| | | Response

e

Initial Threat
i Evaluation

(- Crisis
(0 }d \0 Communication
oOo-O

I
0

VT Governor’s School Safety Conference
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Balancing Response Actions

Certain factors can increase or decrease the level of concern a threat poses. Examples include:

: Factors with Unclear Impact on Level of :
Factors Decreasing Level of Concern Concernp Factors Increasing Level of Concern

« Threat appears on social media * Broad transmission to many online

platform not commonly used by . Specific or personalized language followers

youth : : : Last resort language
: easily available to the public
* Immature language or non-native SR : * Focus on attack outcomes (e.g.
) * Proximity in time to other violent
English . casualty count)
: : incidents .
» Multiple schools receive same or » Awareness of legal implications of
similar threat threat

VT Governor’s School Safety Conference
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Preparing for Anonymized Threats

! The toolkit contains resources for developing emergency operations plans, establishing threat response !
: protocols, and facilitating training and drills to help K-12 schools prepare for anonymized threats. :

What To Do Before a Threat What To Do After a Threat
Build and maintain relationships with local first responders through « Provide access to resources to address
regular communications and training. trauma and stress.
Develop an emergency operations plan (EOP) that includes an « Plan an after-action review of the

annex specifically for anonymized threat situations.
Conduct age- and developmentally-appropriate drills.

Create and maintain protocols for communicating with families
during emergencies.

Establish a multidisciplinary threat assessment team that meets
regularly to assess and manage threats.

Maintain access to resources to support the mental well-being of the
school community.

emergency.

« Continue to communicate about ongoing
efforts around safety and recovery.

VT Governor’s School Safety Conference
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Worksheets

Taking Stock of Anonymized Threats at Your School

a=rtered on theeat detection and detemence, ane aiso-a crical part of the process. Think about the following que stions
0 amsess cumnt trends inanonymied theats in your schoal or st

Worksheet: Taking Stock of Anonymized Threats at Your o e

SC h 0]0) | Gathering Information When You Receive a Threat:
Where to Start?

Provides a set of questions to assess trends on social
media-based and other types of anonymous threats and
current detection and deterrence practices.

Worksheet: Gathering Information When You Receive a
Threat: Where to Start?

pimaily assessed s homses or as authentic?

Provides a set of questions to collect relevant information
and outline actions to support quick response.

VT Governor’s School Safety Conference
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gov

Federal and State Resources, Guidance, and
Tools to Create Safe School Environments




SchoolSafety.gov

SchoolSafety.Gov

2

afety Topics Key Tools & Features

Bullying & Cyberbullying 7\ Safety Readiness Tool o

Find Resources to
Create a Safer School

Child Exploitation
State Search Tool

Cybersecurity

Latest News

Emergency Planning Resource Library

Ll %o =

Infectious Diseases & Public Health coo| Calendar of Events Resource Spotlight

Online Safety Resources and
Tips for the K-12 Community

Mental Health _
Grants Finder Tool

School Climate

School Safety Community Bulletin

School Safety Topics

Targeted Violence

lowing topics for resources, guidance, and information to help you create a safer school. From each of these topic pages,

o
1]
I

gl &

@e®0W®E® ® @

Threat Assessment & Reporting — = Communications Center

Link: SchoolSafety.gov



../schoolsafety.gov

SchoolSafety.gov

Grants Finder Tool

———————————————————————————————————————————————————

| Helps members of the K-12 school community
. more easily find, apply for, and ultimately

receive school safety-related Federal funding.

—— . ————_—_—_ -

|_—'N| -0 —10-

' Safety Topic EE Release & Deadlines
é® Award Amount - c/ ~) Level of Effort Needed
Bﬁ Type of Grant 2 =| Funding Agency

rg]@f Applicable Audiences ﬂ Alerts & Notifications
|

VT Governor’s School Safety Conference
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../schoolsafety.gov/grants-finder-tool

SchoolSafety.gov

State Search Tool

i Locate and access state-specific
i school safety resources, programs,
! contacts, and opportunities.

a—| School Safety @ Events &
a—| Programs Trainings
I State Funding A\ State
=0 Opportunities \Y Resources

o | State & Federal
| Contacts

VT Governor’s School Safety Conference
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Link: State Search Tool



../schoolsafety.gov/state-search-tool

For Additional SchoolSafety.gov News,
Resources and Events:

® Follow @SchoolSafetygov :
|

1

1

1

|

u

Izl Subscribe to our list-serve

o]
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Question & Answer

Thank You

'oxl







Resources & References

SchoolSafety.gov CISA USSS NTAC
Bystander Reporting Toolkit K-12 School Security Guide Product Suite Mass Attacks in Public Spaces: 2016-2020
ATRG National Summit on K-12 School Safety Averting Targeted School Violence: A U.S.

Grants Finder Tool

Safety Readiness Tool

State Information Sharing Tool

Resource Library

Calendar of Events

Informational Webinar Series

Monthly School Safety Community Bulletin

Communication Center

and Security

Active Shooter Preparedness: School

Security and Resilience

Protecting our Future: Partnering to
Safequard K-12 Organizations from
Cvbersecurity Threats

Partnering to Safequard K-12 Toolkit

Bombing Prevention Resources and
Trainings
Securing Mass Gathering Resources

De-Escalation of Violence Resources

Tabletop Exercise Packages

Protective Security Advisors (PSA)

VT Governor’s School Safety Conference

Secret Service Analysis of Plots Against
Schools

Protecting America’s Schools: A U.S.
Secret Service Analysis of Targeted School
Violence

Enhancing School Safety Using a Threat
Assessment Model: An Operational Guide
for Preventing Targeted School Violence

DHS

DHS Threat Assessment
CP3: Prevention Resources

If You See Something, Say Something

September 30th 2024


https://www.cisa.gov/resources-tools/resources/k-12-bystander-reporting-toolkit
https://www.cisa.gov/resources-tools/resources/k-12-anonymized-threat-response-guidance
https://www.schoolsafety.gov/grants-finder-tool
https://www.schoolsafety.gov/safety-readiness-tool
https://www.schoolsafety.gov/state-search-tool
https://www.schoolsafety.gov/find-school-safety-resources
https://www.schoolsafety.gov/events
https://www.schoolsafety.gov/events
https://bit.ly/2XeJdAO
http://schoolsafety.gov/school-safety-communications-center
https://www.cisa.gov/k-12-school-security-guide
https://www.cisa.gov/national-school-safety-summit
https://www.cisa.gov/national-school-safety-summit
https://www.youtube.com/watch?v=Kz3Gs4hAiBM
https://www.youtube.com/watch?v=Kz3Gs4hAiBM
https://www.cisa.gov/protecting-our-future-partnering-safeguard-k-12-organizations-cybersecurity-threats
https://www.cisa.gov/protecting-our-future-partnering-safeguard-k-12-organizations-cybersecurity-threats
https://www.cisa.gov/protecting-our-future-partnering-safeguard-k-12-organizations-cybersecurity-threats
https://www.cisa.gov/partnering-safeguard-k-12-toolkit
https://www.cisa.gov/bombing-prevention-training
https://www.cisa.gov/bombing-prevention-training
https://www.cisa.gov/securing-public-gatherings
https://www.cisa.gov/power-hello
https://www.cisa.gov/cisa-tabletop-exercise-packages
https://www.cisa.gov/protective-security-advisors
https://www.secretservice.gov/sites/default/files/reports/2023-01/usss-ntac-maps-2016-2020.pdf
https://www.secretservice.gov/sites/default/files/reports/2021-03/USSS%20Averting%20Targeted%20School%20Violence.2021.03.pdf
https://www.secretservice.gov/sites/default/files/reports/2021-03/USSS%20Averting%20Targeted%20School%20Violence.2021.03.pdf
https://www.secretservice.gov/sites/default/files/reports/2021-03/USSS%20Averting%20Targeted%20School%20Violence.2021.03.pdf
https://www.secretservice.gov/node/2565
https://www.secretservice.gov/node/2565
https://www.secretservice.gov/node/2565
https://www.secretservice.gov/newsroom/reports/threat-assessments/schoolcampus-attacks/details
https://www.secretservice.gov/newsroom/reports/threat-assessments/schoolcampus-attacks/details
https://www.secretservice.gov/newsroom/reports/threat-assessments/schoolcampus-attacks/details
https://www.dhs.gov/publication/homeland-threat-assessment
https://www.dhs.gov/CP3
https://www.dhs.gov/see-something-say-something/seesay-day
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